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Xn the Claims 

The status of claims in the case is as follows: 

1 1. [Currently amended] A collaboration space including a 

2 plurality of rooms in a hierarchical structure with access 

3 control list control on rooms and access control list 

4 control on forward pointers to child rooms, comprising: 

5 a place coinprising a plurality of subrooms, each 

6 subroora being an independent entity belonging to said 

7 place r 

8 said place having a first data note including a 

9 directory of members of said place and 

10 each subroom within said place having a data note 

11 associated therewith containing an access control 

12 list of members selected exclusively from said 

13 directory of members by a member of said place 

14 having manager or author authority with respect to 

15 said subroom for specifying users of said place 
1^ authorized to access said subroom; 

17 forward and reverse pointers for linking said subrooms, 

18 each said forward pointer to a child room including 

19 indicia identifying said child room, indicia specifying 
2 0 the address location of the entity forming said child 

21 room, and a readers field for providing access control 

22 list control on said forward pointer; 

23 said readers field being a members object for 
LOT919990047US1 2 S/N 09/473,098 
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24 identifying those members of said subset of members of 

25 said place authorized to access a parent subroom that 

26 are also authorized to access a child subroom and for 

27 each member of said subset of members a level of 

2 8 authori zat ion ; [ [and] ] 

29 a document readers field for a document containing data 

30 in said subroom being a members object for identifying 

31 a siibset of members of said place authorized to access 

32 a subroom who are also authorized to access said 

3 3 document ; an<^ 

34 said collabor ation space compriainq a hierarchy of 

35 rooms, each ro om being a place in collaboration space 

36 ificludincr said directory of membe rs: said directory of 

37 members, said access control list of members, and said 

38 readers field selectively providing increased. 

3 9 decreased, and maintained access to a child place in 

4 0 collaboration space, with access at any level of 

41 ^UthPrity to a child place enabled only for those 

42 Authorized to access a corresponding parent place, and 

43 whether a link to a chil d place will be enabled fnir a 
4 4 specific user in its correapondincr parent place . 

1 2. [Original] The collaboration space of claim 1, said 

2 levels of authorization including manager, author, and 

3 reader . 

1 .3, [Currently amended] A collaboration space, comprising: 

2 a place comprising a plurality of rooms in a 
LOT919990047US1 3 s/N 09/473,098 
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3 hierarchical structure linked by forward and backward 

4 pointers; 

5 a member directory for said place identifying users 

6 authorized to enter said place; 

7 each said room corr^rising one or more pages, and for 

8 each said room a members object for identifying a 

9 subset of members of said place authorized to access 

^0 said room and for each member a level of authorization, 

^1 each member of said subset of members being a user 

12 authorized in said member directory to enter said 

13 place; 

14 said rooms including a parent room and a child room, 

15 a.nd said pointers comprising forward cuid bac]cward 

1^ pointers for enabling the security of each said room to 

17 be independently managed, said forward pointers 

IS including indicia identifying said child room, indicia 

1^ specifying the address location of the database forming 

2 0 said child room, and a readers field for providing 

21 access control list control on said forward pointer, 

22 said readers field for identifying those members of 
2 3 said subset of members of said place authorized to 

24 access a parent room that are also authorized to access 

25 a child roo m; and 

2^ said collaboration space comprising a hierarchy of 

27 rooms, each room being a place in collaboration spac^ 

26 jj>.cludinq a member directorvr said member directory, 

29 saic^ tn^mlpers object, and said read ers field selectively 
providing increased, decr eased, and maintained accegR 

LOT919990047US1 4 S/N 09/473,098 
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tQ a child Place in coll aboration apace, with access at: 
any level of authority to a child place enabled only 
for those authorized to a ccess a^ corregpondinc parent 
Place, and whether a l ink to a child place will be 
enabled for a specific user in its corresponding parent 

[Previously presented] The collaboration space of 

2 claim 3, said readers field including an access authority 

3 for each reader authorized to enter said room selectively as 

4 manager, author or manager. 



32 
33 
34 
35 
36 



1 5. [Previously presented] The collaboration space of 

2 claim 3 , each said forward pointer being a secure pointer by 

3 carrying the same level of security as the child room to 

4 which it points. 



1 6. [Previously presented] 

2 claim 5, each said forward 

3 field the same security as 

4 points. 



The collaboration space of 
pointer carrying in said readers 
that of the STObroom to which it 



1 7, [Previously presented] The collaboration space of 

2 claim 6, further comprising a display for presenting to a 

3 specific user viewing a parent room a listing of its 

4 subrooms, said listing including for said specific user only 

5 those subrooms for which said readers field in said forward 

6 pointer includes an entry authorizing access by said 

7 specific user. 

LOT919990047US1 5 S/N 09/473,098 
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1 a. [Currently amended] An access control system for 

2 controlling user access to forms and documents a 

3 collaboration space organized in a hierarchical structure of 

4 parent rooms and child rooms containing said forms and 

5 documents, eac h room being a place in said collaboration 

6 space ■ comprising: 

7 an access control list of a root place for specifying 

8 users who can are members of said collaboration space; 

9 for users authorized to access said collaboration 
10 space, said access control list further specifying 
H access levels and roles determining specific actions 

12 said users are authorized to perform, said roles 

13 including reader, author, and manager; 

14 a form selectively including a form access list; 

15 a room in said collaboration space including at least 

16 one document created from said form; 

17 a forward pointer linking said form to said document 
16 and a reverse pointer linking said document back to 

19 said form; 

20 said form access list identifying a subset of users who 

21 are members of said collaboration space who are 

22 authorized to read documents created from said form; 

23 each said forward pointer to a document including 

24 indicia identifying said document, indicia specifying 

LOT919990047US1 6 S/N" 09/473,098 
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25 the address location of said document, and a readers 

2^ field for providing access control list control on said 

27 forward pointer including a document access field 

28 selectively including for each user authorized to 

2 9 access said document indicia specifying whether said 

3t> authorized user can read or modify said document; users 

31 identified in any said form access list for said form 

32 from which said document was created being included in 

33 said readers field; 

34 entries in said readers field specifying whether a linV 

35 to a child place is enab led in its parent place and 

36 granting authorization to an individual user equal to 

3 7 or less than the authorization for said individual user 
3 8 in said access control list; and 

3 9 entries in said authors field selectively granting 

authorization to a user authorized as an author in said 
access control list to edit a document which said 

42 author creates. 

1 9- [Currently amended] A method for controlling access to 

2 rooms within a collaboration place, comprising the steps of: 

3 maintaining for said collaboration place an access 

4 control list identifying those users authorized to 

5 enter said place; 

6 providing forward and reverse pointers linking said 

7 rooms in a hierarchical structure within said place, 

8 said forward pointers including indicia identifying a 

LOT91 999004 7US1 7. S/N 09/473 , 0 98 
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9 child room, indicia specifying the address location of 

10 the database forming said child room, and a readers 

11 field for providing access control list control on said 

12 forward pointer, said readers field exclusively 

13 specifying a subset of said users authorized to enter 

14 said place; [ [and] ] 

15 displaying a parent room to a specific user, said 

16 parent room including a list of children rooms for 

17 which said readers fields on said forward pointers 

18 authorize said specific user access ; and 

1^ said collabor ation soace comprising a hierarchy of 

2 0 rooms, each roo m being a place in collaboration space 

21 including an access control listr said access control 

22 list and said r eaders field on forward links from a 

23 parent place to a child place select ively providing 

24 increased, decreased, and maintained access to said 

25 child Place in collaboration space, with access at any 

26 level of authority to sai d child place enabled only for 
2 7 those authorized to access a corresponding parent 

2 8 Place, and whet her a link to a child place will be 

2 9 enabled for a specifi c user in its corresponding parent 

30 Elaee, 

31 10. [Currently amended] A method for creating a child room 

32 within a collaboration place data base, comprising the steps 

33 of: 

34 providing for said collaboration place data base a 

35 first access control list identifying users authorized 
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3 6 to access said data base; 

3 7 providing for said child room a back pointer to a 

38 parent room; and 

39 providing at said parent room for said child room a 

40 forward pointer from said parent room to said child 

41 room, said pointer including indicia identifying said 

42 child room, indicia specifying the address location of 

43 the database forming said child room, and a readers 

44 access field listing a subset of users in said first 

45 access control list who are users authorized to access 

4 6 said child room for providing a second access control 

47 list specific to said forward pointer; 

48 initially including in said readers access field for a 

4 9 child room created from a form users identified in a 

5 0 form access list identifying users authorized to read 

51 rooms created from said form; [[and]] 

52 limiting reader access in said readers access field to 

53 said child room for a specific user to no more than the 

54 access granted said specific user in said first access 

5 5 control list ; and 

56 said collaboration space comprisi ng a hierarchy of 

57 rooms, each room being a place in collaboration space 

58 in<?ludinQ an access control list: said access control 

59 list and said readers access field on forward links 

6 0 from a parent place to a child place selectively 

6^ providing inc reased, decreased, and maintained access 

^2 to said child place in collaboration space, with access 
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63 at any level of authori ty to said child place enabled 

64 only for those authori zed to acceas a correaponding 

65 parent place, and whethe r a link to a child place will 

66 be enabled for a specific user in its corresponding 

67 parent place - 

11- [Canceled] 
12 , [Canceled] 

1 13. [Ciirrently amended] A program storage device readable 

2 by a machine, tangibly embodying a program of instructions 

3 executable by a machine to perform method steps for 

4 controlling access to rooms within a collaboration place, 

5 said method steps comprising: 

6 maintaining for said collaboration place a first access 

7 control list identifying those users authorized to 

8 enter said place; 

9 providing forward and reverse pointers linking said 
10 rooms within said place, said forward pointers 

1^ including indicia identifying a child room, indicia 

12 specifying the address location of the database forming 

13 said child room, and a second access control list 

14 including a readers field specifying each user having 

15 manager, author, and reader access to said child room, 

16 said readers field exclusively specifying a subset of 

17 said users authorized to enter said place; [[and]] 

18 displaying a parent room to a specific user, said 
1^ parent room including a list of children rooms for 

LOT919990047US1 10 S/N 09/473,098 
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20 which said readers fields on said forward pointers 

21 authorize said specific user access ; and 

22 said collabora tion space comprisina a hierarchy of 

23 rooms, each r oom being a place in collaboration space 

24 includl,na an a ccess control list: said first access 

25 control list . and second access control lists on 

26 forward links from a p arent place to a child place. 

27 selectively pr oviding increased, decreased, and 

28 maintained ac cess to said child place in collaboration 

29 space, with ac cess at any level of authority to said 

30 child p1a,f?f^ gy^f^V iled only for those authorized to acceaa 

31 a corresponding parent place, an d whether a link to a 

32 ghild Place will be ena bled for a specific user in its 

33 corresp onding parent plac^ , 

1 14 . [Ccinceled] 

1 15. [Currently amended] A computer program product for 

2 controlling access to rooms within a collaboration place 

3 comprising: 

4 a computer readable medium; 

5 first program instructions for maintaining for said 

6 collaboration a first access control list identifying 

7 those users authorized to enter said place; 

8 second program instructions for providing in a parent 

9 room second access control list identifying a subset of 

LOT919990047US1 11 g/N 09/473,098 
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10 those user authorized to enter said place who are also 

11 authorized to enter said parent room with manager, 

12 author, or user access ; 

13 third program instructions for providing forward and 

14 reverse pointers linlcing said parent room with a child 

15 room in a doiible- linked list within said place, said 

16 forward pointers having a readers field providing a 

17 third access control list on said forward pointer, said 

18 third access control list providing access to said 

19 child room for those members who are included in said 

20 second access control list who are also authorized to 

21 access said child room; 

22 fourth program instructions for displaying a parent 

23 room to a specific user, said parent room including on 

24 said forward pointers a list of children rooms for 

25 which said readers fields authorize said specific user 

26 access; 

27 fifth procrram instructions establis hing said 

28 collaboration apace as comt>riBing a hierarchy of rooms, 
2 9 each room bein g a place in collaboration space 

30 including an access contr ol list; said first access 

31 control list, said second acceaa control list, and said 

32 third access co ntrol list selectively providing 

33 increased, dec reased, and maintained accesa to said 

34 . child place in collabo ration space, with access at any 

35 level of authority to s aid child place enabled only for 

36 those authorized to access a cor responding parent 

37 p lace, and whether a link to a child place will be 

38 enabled for a specific user in its corresponding parent 

LOT919990047US1 12 S/N 09/473,098 
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place; and wherein 

said first, second, third, [[and]] fourt h, and fifth 
program instructions are recorded on said computer 
readable medium. 



S/N 09/473, 098 



LOT919990047US1 



13 



PACE 15/28 ' RCVD AT 10/21/2005 1:00:12 PM [Eastern Dayflght Ttme] ' 8VR:USPTO-EFXRF-6/33 * DN^:273&300 « C81D:276 238 1545 * DURATION (rrnn^s): 10-38 



